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‒ Top 100 UK law firm

‒ Largest single site practice outside London

‒ Over 470 staff including 47 partners and 270 lawyers

‒ Full service commercial law firm with 27 practice areas ranked in Chambers & 

Partners

‒ Nearly 90% of our partners are ranked by Chambers & Partners which puts us 

4th in the UK top 100 law firms

‒ 54% of our top 50 clients have been clients for over 10 years

‒ Revenue from international clients increased by 12% in last 5 years.  

International clients now account for a fifth of our revenue

Introduction to Walker Morris



‒ Financial services

- team includes former FCA and SFO investigators

- payment services

‒ Information law

- data protection

‒ Other services include:

- anti-bribery / anti-money laundering

- environment 

- health & safety / inquests

- food safety

- fraud 

- modern slavery

Regulatory & Compliance Group



‒ At least not for data protection

“We will be members of the EU in 2018 and therefore it would be expected 

and quite normal for us to opt into the GDPR”

Karen Bradley MP – Secretary of State for Culture, Media and Sport

Brexit doesn’t mean Brexit



25 May 2018

No transition provisions

The countdown is on

GDPR comes into force on



Harmonisation

Territorial scope

Personal data definition

Registration with ICO

Data protection officers

Privacy by design and default

Obligations on data processors

Consent

Right to be forgotten

Right to object to profiling

Right to data portability

Subject access requests

Security of processing

Pseudonymisation 

Data security breaches

Enforcement 

Overview of key changes under GDPR 



Good news for data centres

Now

No changes to 
data centres 

required

25 May 2018 –
GDPR comes into 

force

no changes to data 
centres required

2019 – Brexit

no changes to data 
centres required

Post-Brexit

changes may be 
needed



Trump v Privacy Shield

V



‒ Regulation not a Directive

- single legal framework

‒ One-stop shop

- lead supervisory authority based on main 

establishment

- European guidance expected by end of 2016

More good news - Harmonisation



New obligations for merchant acquirers

Record-keeping
New 

contractual 
requirements

Notify data 
breaches

Consent for 
sub-contracting

Data security

A
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Pay compensation to 

individuals

Subject to fines

Co-operate with DPAs



‒ Processing only on documented instructions

‒ Comply with conditions for sub-contracting

‒ Commit to confidentiality

‒ Data security measures

‒ Notify data breaches

‒ Data subject access requests

‒ Audits

‒ Delete or return data at end of contract

Contractual requirements



‒ More pre-contract due diligence by merchants

‒ Greater service costs for merchant acquirers?

‒ Lengthier negotiations re allocation of risk?

‒ Review existing contracts 

‒ “Future-proof” new contracts?

So what does this mean?



Notifying a data breach

You

DPA
Affected 

Individuals

Without undue delay after 
aware

Within 72 hours of 
becoming aware

Not required where 
affected data is 

encrypted

Without undue delay

Merchant

BREACH



‒ Review contracts with merchants to understand your 

obligations to assist with data breaches

‒ Develop / review data breach response plan

- designate specific roles and responsibilities

- prepare template notifications

- train staff

- regular testing

Practical tips

Yahoo faces questions 
after hack of half a 

billion accounts

TalkTalk hit by record 
£400,000 fine over data 

breach

Tesco Bank pays out 
£2.5m to 9,000 

customers after hacking



Warning: 20 million reasons to get it right

Minor breaches Serious breaches

€10 million or 
2% of global annual 
turnover –
whichever is higher

€20 million or 
4% of global annual 
turnover –
whichever is higher



‒ Review existing contracts

‒ Review insurance arrangements

‒ Be prepared for complaints brought in other EU jurisdictions

Practical tips



The countdown is on

GDPR compliance 
strategy & timetable

Full 
information 
audit incl. 

gap analysis 
on contracts

ICO’s 12 step 
guidance



Don’t panic, be prepared



Any Questions?
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T: +44 (0)113 283 2500 

M:+44 (0)7944 091 951

@VikkiHoyle

@WM_Regulatory



Disclaimer

The information contained in this document is confidential to you; it is not to be shown, quoted or referred to, in whole or in

part without our prior written consent. It has been prepared for the purposes of information only and is only valid as at today’s

date. It serves only to alert the reader to recent legal developments or provide general information regarding a legal topic and

to act as a guide; it is not a comprehensive or definitive statement of the law. It should therefore not be relied upon in place of

specific legal advice. We exclude all liability (in negligence or otherwise) arising from any reliance placed on the information

contained within this document by you (or any third party) for any purpose, to the maximum extent permitted by law.


