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About Today’s Speaker

Introduction
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Chris Uriarte
Partner, Glenbrook

• 25+ Years payments and risk 

management industry 

experience

• CIO, CTO, COO and CPO roles 

at American Express, Aon, 

Retail Decisions, ACI 

Worldwide, Vesta, Rent-A-

Center/Acima

About Glenbrook Partners

• Glenbrook is a payment industry strategy consulting firm 
formed in 2001 by payments executives who believed in a 
different way to work across the payments ecosystem, 
melding the latest concepts in business strategy with a keen 
awareness of emerging technologies

• Glenbrook focuses on strategic analysis, research, market 
intelligence scans, and educational programming to drive 
value creation and high-margin growth for clients

• We bring years of senior-level operating experience to each 
assignment with consultants who are alumni of leading 
payments organizations, including the Federal Reserve, 
American Express, eBay, Square, Google, Amazon, Bank of 
America, McKinsey, and First Data
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Fraud Growth

In 2023 We Saw Fraud Increase Across Nearly All Payment Methods

43%

Financial Institutions saw more 
fraudulent transactions

38%

Fraudulent transactions 
misusing account 

information

12%

Fraudulent transactions 
resulting from scams

$10B

In consumer losses



Global Card Fraud Losses Continue to Grow Despite Significant Innovation in 
Fraud Detection Tools, Techniques, and Technologies 

Fraud Growth
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Source: The Nilson Report, Dec 2023

 Includes losses from international, domestic, ATM, and private label cards
 Includes losses absorbed by issuers, acquirers, and merchants



Criminals Adapt to Fraud Mitigation:  Are We Heading Towards Another Peak?

Fraud Growth
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to reduce fraud

Time lag for solutions

to take affect

New solutions implemented

to reduce fraud

Criminal innovation in fraud 

techniques increases fraud

Criminal adaption

or innovation to mitigation 

techniques

Fraud Mitigation Lifecycle

Fraud continues to rise despite innovation and evolution in the tools, technologies, and 
techniques we use to fight it

We are here 

now



Modern Attack Vectors:  What’s Old is New Again, But Scale and Effectiveness 
is Occurring at a Different Level

Fraud Growth
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Attack Vector Next-Generation Characteristics

Synthetic Identity 

Fraud

• More realistic generation of identities based on 

genuine, compromised data

Account Takeover 

(ATO)

• AI-driven social engineering schemes used to 

obtain account credentials

Card Testing and 

BIN Attacks

• “Smart” BIN attacks that resemble activity from 

legitimate cardholders

First-Party Misuse • Large-scale dispute attacks legitimate 

cardholders or criminals, often leading to a 

chargeback

Phishing, 

Pharming, 

Whaling

• More realistic attacks driven by AI-generated 

content, often utilizing compromised data to 

seem more realistic

Attack Vector Next-Generation Characteristics

Refund and 

Policy Abuse

• Exploiting refund and return policies by legitimate 

customers or criminals, often leading to a 

chargeback

Enhanced 

Social 

Engineering 

Attacks

• Sophisticated attacks used to impersonate Fis that 

take advantage of genuine, compromised data, or 

utilize AI-generated Deep Fake 

Mules / 

Money Muling

• A legitimate customer moves or receives money at 

the direction of a criminal as a co-conspirator or 

unknowing participant

AI-generated 

Content and 

Deep Fakes

• Criminals using sophisticated AI technology to 

generate false documents, images, voices or 

personas



First-party Fraud Continues to Grow at a Rapid Pace and is Now the Number 
One Fraud Type Concern Among Merchants

Fraud Growth
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Top Fraud Attacks Experienced in the Past 12 months

Source:  2024 MRC Global Fraud & Payments Report

• First-party Misuse and 

Refund/Policy Abuse rank #1 and 

#2 among merchant concerns and 

number of occurrences among US 

and European merchants

• Visa and Mastercard are 

attempting to help with the Visa 

Compelling Evidence 3.0 and 

Mastercard First Party Trust 

programs



What is Driving This Growth in Fraud?

Three key pillars of growth and innovation that are enabling the growth of criminal activity:

Fraud Trends
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• Sophisticated “Fraud as 
a Service” businesses

• Shift from “lone 
gunman” to criminal 
organizations with 
corporate-like 
structures and funding

• Continued access to PII 
and account data 
through large-scale 
data breaches

• Increased effectiveness 
in targeted techniques, 
such as phishing and 
social engineering

• Innovation in 
traditional AI and the 
introduction of 
Generative AI

• Large-scale, global 
cloud computing 
infrastructures are 
readily available and 
cheap

Increased 
Professionalization 

Access to Compromised 
Data

Technical Sophistication

Criminals are armed with a new toolbox that allows them to perpetrate fraud at a 
scale and effectiveness that we’ve never seen before



Generative AI is Fueling Both Fraud Growth and Fraud Detection Innovation, 
but AI is not New in Payments

The Basics:  Traditional and Generative AI
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Traditional (Predictive) AI

• Focuses on performing specific tasks, using a 

specific set of inputs

• Predictive in nature

• Learns from data and makes decisions and 

predictions based on that data

• Uses:  Fraud prevention, recommendation engines, 

predictive modeling

Generative AI

• Strives to create entirely new data that 

resembles human generated content

• Excels in unsupervised learning

• Uses: Content generation, enhanced customer 

engagement, data interrogation



Fis, Fintechs and Merchant Fraud Service Providers are Playing Catchup:  Next-
Generation AI Strategies Are Lagging Behind Criminals an Estimated 2 Years

Fraud Growth
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Criminals are here



Advancements in Traditional AI and Generative AI are Driving Both Scale and 
Effectiveness in Attacks

Fraud Trends
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• Scalability: Generative AI increases the scale at which strategies can be deployed, often at a rate that FIs cannot 
keep up with 

• Efficacy: Generative AI increases the likelihood that such strategies are are effective since the associated data and 
attack strategy are more realistic and relevant

Human behavior impersonation

Synthetic and real identity fraud

Unauthorized account access and ATO

Realistic fake document creation

Account Creation Risk Vectors

• Next-generation BIN attacks and card testing

• Authorized push payment fraud

• Unauthorized payments

Transaction Risk Vectors



Tutorial AI: Phishing and Scams are on the Rise and Generative AI is Helping

Fraud Trends
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• Easy generation of well-worded messages in seconds, 

even from poorly-constructed sources

• Can be re-generated and varied programmatically 

thousands of times.

• Serves as the basis for many social engineering 

schemes, including FI impersonation



Impersonation AI: Automated Recordings Are Moving to Deepfakes

Fraud Trends
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“Old school dialing for data” using

Fraud-as-a-Service Purchased Tools New Deepfake Tools

Fraudster Deepfake Target



Synthetic ID + AI: The Use of Sophisticated Tools for Counterfeiting Is Making 
Detection of Rake Credentials More Difficult

Data dump of breached 
information, including passport 
data from various countries

Fraud Trends

© Glenbrook Partners, LLC 2024 13

Security features on a fake 
Florida driver’s license and fake 
UK passport

Research from Sentilink indicates identities are exploited by criminals for an average of 10 months before 
being shared on social media. Image credit: Sentilink, David Maimon



BUT – It’s Not all Doom and Gloom!

New AI technologies can 

be used for good, as well

Generative AI:  Potential Use Cases and Areas for Success
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Use Case:  Synthetic Data Creation

The concept:  Creating large-scale data sets that resemble real-world 
data

What it can generate:  

• Realistic transaction data for large-scale testing 

• Human conversation for staff training

• Realistic human behaviors, such as synthetic website shopping 
sessions

• Images for facial recognition, voices for voice recognition

• On-the-fly code to execute test cases

Generative AI:  Potential Use Cases and Areas for Success
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Issuers, acquirers, processors and 

merchants can create large sets of 

test data that can used to test 

processing systems, fraud 

detection systems and customer 

service applications



Example: Amazon using AI to 
Enhance the Shopping 
Experience

“Amazon is using generative AI to 
generate synthetic shoppers and 
shopping actions ahead of time to train 
machine learning algorithms. 

Instead of learning from watching 
hundreds of shoppers in a given store, it 
learns from watching millions of 
synthetic shoppers in that store.”

Russ Jones, Glenbrook Partners

September 2023



Use Case:  Data Generation for More Effective Fraud Prevention

The concept:  Creating more effective fraud detection strategies that 
can be generated and changed in near-real-time.

What is possible:

• Automated rule discovery and generation

• Generation of optimized research paths for fraud analysts

• Automated generation of chargeback and dispute strategies

Generative AI:  Potential Use Cases and Areas for Success
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Generative AI can assist in key 

operational tasks that typically 

require manual analysis and the 

execution of human-driven 

processes.



Example: Justt uses Generative AI 
to improve merchant chargeback 
dispute success

Automatically learns the best strategies, 
which are customized to issuer, card, 
merchant category, transaction type, and 
other factors.

Granular response strategy, including length of 
response, font type, and specific details unique to each 
issuer.



Use Case:  Language Optimization and Text Generation

The concept:  Utilize strong text generation capabilities to improve 
and simplify communication through many channels

What it can do:

• Refine high-touch outbound communication in email and and chat 
applications

• Optimize language translator output

• Generation of product and service descriptions

• Create on-the-fly personalized marketing messages based on 
preferences and spending history

Generative AI:  Potential Use Cases and Areas for Success
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Customer service, marketing, 

fraud prevention and other back-

office functions can utilize 

Generative AI to customize and 

refine communication across all 

customer touch-points.



Example: Language transformation for chat-based customer service 
applications

Generative AI:  Potential Use Cases and Areas for Success
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Could you type you birth day 

in the chat? thnx

Would please provide me with 

your birthdate so that we 

can verify your access to 

this account? Thank you.

SVP, typez votre date de 

naissance, merci.

Please, type your date of 

birth, thank you.

Would please provide me with 

your birthdate so that we 

can verify your access to 

this account? Thank you.

Real-time

Gen AI Optimizer

Real-time

Gen AI Optimizer

Real-time

Language Translation



Some Parting Thoughts…

• Your fraud prevention strategy becomes stale quickly – much 
more so than before

• How are your vendors improving and innovating?

• First-party fraud requires its own set of tools and strategies 

• Is it time to consider in-house Generative AI capabilities for 
various use cases?  Does your team have the skills and vision?

Takeaways
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Chris Uriarte

chris@glenbrook.comThank you
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